Chapter 2

Energy CyberPhysical Systems
Marija Ilic1

This chapter concerns new modeling, analysis, and design challenges and opportunities in energy cyber-physical systems (CPS),
with the main emphasis being on the role of smart electric grids in
enabling performance of broader energy systems. The chapter
briefly summarizes today’s operations and contrasts them with
what might become possible given rapidly changing technology
and needs for energy. It then describes one possible new paradigm,
referred to as Dynamic Monitoring and Decision System (DyMonDS),
as the basis for sustainable end-to-end CPS for electric energy systems. These systems are fundamentally different because operators
and planners make decisions based on proactive and binding information exchange with system users; this approach makes it possible

1. This chapter draws on the work of many researchers in the Electric Energy Systems
Group (EESG) at Carnegie Mellon University. Due to space limitations, only the major
ideas underlying the work by Kevin Bachovchin, Stefanos Baros, Milos Cvetkovic,
Sanja Cvijic, Andrew Hsu, Jhi-Young Joo, Soummya Kar, Siripha Kulkarni, Qixing Liu,
Rohit Negi, Sergio Pequito, and Yang Wang are summarized.
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to account for choice of value from the system, while at the same
time meeting difficult societal goals. The information exchange is
repeated periodically, as decisions are being made either for the
distant future or for closer to real time.
With DyMonDS, the process becomes a win–win situation for all,
and future uncertainties are distributed over many stakeholders
according to the risks they are willing to take and according to
the expected value from the selected technologies. They ultimately
lead to qualitatively new reliable, efficient, and clean services, and
technologies which bring value that survives beyond subsidy stages.
Implementing the proposed CPS requires qualitatively different
modeling, estimation, and decision-making methods, which lend
themselves to multilayered interactive information processing in
support of sustainable energy processing. Basic principles of such a
new approach are discussed.

2.1 Introduction and Motivation
The electric power industry is a major critical national infrastructure.
It represents a huge portion of the U.S. economy (a more than $200
billion business) and is, at the same time, currently a major source of
the country’s carbon footprint. This industry has the potential to
become one of the largest users of cyber-technologies; more generally,
the industrialized economy depends on low-cost electricity service.
While the common thinking is that the power grids work well, and
that not much fundamental innovation is needed, several key hidden
problems currently need fixing:
•
•

•
•

The increased frequency and duration of service interruption (loss
measured in billions)
Major hidden inefficiencies in today’s system (an estimated 25%
economic inefficiency according to the Federal Energy Regulatory
Commission [FERC] and supported by case studies)
Unsustainable operation and planning of high-penetration renewable resources if the system is operated and planned as in the past
Lack of seamless electrification of the transportation systems

More generally, the long-term resource mix must serve the country’s long-term demand needs well, and it is not clear at this point
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that this feat will be achieved. Notably, all of the previously mentioned problems are systems-type problems, which are difficult to fix
by simply adding more generation and/or transmission and distribution (T&D) capacity; instead, their solutions require fundamental
rethinking of the power industry’s approaches. Innovation needed is
primarily in cyber-physical systems, so as to better utilize the existing
hardware and to support effective end-to-end integration of new
resources into the legacy electric power grids. The boundaries between
hardware and software improvements have become very blurry in
this industry. This, then, raises questions about the major pitfalls in
today’s electric power industry in which the use of cyber-technologies
is implemented in a piecemeal fashion and never designed with
system-level objectives.

2.2 System Description and Operational Scenarios
At present, there are no agreed-on performance metrics necessary to
integrate and operate various industry stakeholders at their maximum
value. Defining the rights, rules, and responsibilities between traditional utilities, on the one hand, and the electricity users, generation
providers, and delivery entities, on the other hand, is a work in progress, at best. This situation creates major impediments to deploying
new technologies so as to realize their full value.
Another way of thinking about this problem is to note that there
are no seamless information technology (IT)–enabled protocols for
interfacing the objectives of generation providers, users, and T&D
operators within a utility (the company that sells electricity to the
final users)—nor, for that matter, between electrically interconnected utilities across larger geographical regions. This lack of
coordination has major implications for how large-scale wind- and
solar-power systems are built and utilized, as well as for the infrastructure necessary to deploy and utilize these new resources.
Moreover, the lack of integrated protocols between different industry stakeholders and layers makes it difficult to begin to give incentives to customers to respond to the system needs based on value.
In particular, inclusion of electric vehicles, smart buildings, and
groups of residential customers willing to participate in the broader
system-level supply–demand balancing is currently on hold, by
and large.
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While government has recently invested in pilot experiments to
demonstrate proof-of-concept small-scale readiness of these new
untapped resources, there are no major government-supported research
and development projects focusing on the design of the missing protocols for large-scale integration of new technologies according to welldefined and quantifiable objectives. Some efforts are under way related
to extra-high-voltage (EHV) transmission planning for supporting
long-term, large-scale integration of these technologies. Unfortunately,
the recent planning studies are primarily scenario analysis-type studies
that do not deal with explicit IT protocols for incentivizing long-term
sustainable solutions; likewise, they do not explicitly consider the role
and value of cyber-technologies in enabling more efficient, more reliable, and cleaner electric power grid operations. In particular, they do
not take advantage of major opportunities to sense and process information in support of dynamic decision making given the huge uncertainties within the system.
For the purposes of this chapter, it is important to recognize that a
systematic use of cyber-technologies is needed to enhance the performance of the existing system as well as to integrate new resources; the
industry objectives in the old physical systems and the changing
physical systems may be different. Notably, the new system-level
objectives could be shaped significantly by the sub-objectives of system users.
The operations of the electric power grids that rely on IT have
evolved over time. They are a result of a careful mix of engineering
insights about the power grids and specific-purpose computer algorithms used in an advisory manner by the human operators. At pres
ent, most modern utility control centers routinely use computer
applications, developed using model-based feed-forward techniques,
to evaluate and schedule the cheapest predictable power generation for
a system where both the demand and the supply vary over time. The
only utility-level closed-loop feedback coordinated scheme is the automatic generation control (AGC), which is dedicated to balancing quasistatic, hard-to-predict deviations from real power forecasts by adjusting
the setpoints of governors on fast-responding power plants. The control logic of these governors and other primary controllers (e.g., automatic voltage regulators [AVRs]) and some T&D-controllable equipment
(e.g., transformers and capacitor banks) is used to ensure local stabilization of frequency and voltage to their setpoints. This combination of
utility-level power scheduling for predictable power imbalance,
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quasi-static AGC for frequency regulation, and local primary control of
generators and some T&D equipment forms the basis of today’s hierarchical control of power grids [Illic00].
More saliently, power grids are complex, large-scale, dynamic
networks. Their effective operations and planning require one to
view the power grid as a complex system in which energy and information processing are intricately intertwined. No ready-to-use tools
are available for general CPS that can ensure their large-scale
dynamic optimization under uncertainties, nor are there means of
ensuring that the dynamics will meet, in a guaranteed way, the performance specifications required for reliability. Many general CPS
concepts are applicable, but creating formal definitions of utility
problems for purposes of applying more general CPS concepts has
proved difficult. This chapter attempts to provide some examples of
such formulations.
Perhaps the biggest challenge is ensuring provable performance in
systems of such high complexity as are seen in electric power grids; this
poses major challenges to the overall state of the art in systems engineering. Notably, the system dynamics in the electric power industry
are highly nonlinear. The time–space scales over which acceptable performance is required are vast and range from milliseconds to decades,
and from an appliance or building to the eastern or western U.S. power
grid interconnections, respectively. Fast storage remains scarce and
expensive, and it is still not readily available—a factor that limits the
controllability of the grid. In addition, the current systems are not
dynamically observable. Large-scale optimization under the uncertainties inherent in these grids remains a major challenge, though there are
targeted efforts under way to introduce more computationally effective
algorithms using powerful computers.

2.3 Key Design Drivers and Quality Attributes
We are currently witnessing the emergence of both massive opportunities and enormous challenges concerning the national-scale integration
of coordinated complex systems. In the electric power industry, these
trends involve a mix of innovations in physical energy systems (power
grid, power electronics, energy resources), communication systems
(hardware and protocols), control systems (algorithms and massive
computation), and economic and policy systems (regulations and
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stimuli). It has been estimated that just the online IT implementations
of these innovations would enable the following benefits:
•
•
•
•
•

Approximately 20% increase in economic efficiency (FERC
estimate)
Cost-effective integration of renewable energy sources and reduction of emissions
Differentiated quality of service (QoS) without sacrificing of basic
reliability of service
Seamless prevention of blackouts
Infrastructure expansion (e.g., generation, T&D, demand side) for
maximum benefit and minimum intrusion

To date, there has not been widespread recognition of this major potential for enhancing the performance of the power grid by means of
online IT. This chapter attempts to partially fill this void.
Achieving the system-level objectives by implementing online IT
in complex power grids represents a huge intellectual challenge. Thus
it must be a university-led transformation, providing a once-in-a-lifetime opportunity for academics. Efforts to define and model the problem of future electric energy systems as a heterogeneous technical,
social, and institutional complex system are long overdue. To fill this
gap, it is necessary to represent in sufficient detail the multilayered
and multidirectional dynamic interactions involving these systems,
which are driven by often-unaligned societal needs and the needs of
various stakeholder groups, and which are constrained by the ability
of the energy systems to integrate them according to choice and at
value. The existing physical energy system, including its communications, control, and computer methods, does not readily lend itself to
enabling choice and multidirectional interactions for aligning often
conflicting goals. Instead, it is essential to design intelligence for T&D
operations that would be capable of aligning these goals and, consequently, getting the most out of the available resources, while simultaneously providing acceptable QoS, including resilient response to
major uncertainties.
The CPS technologies will play a key role in the transitioning of the
existing system to the new system as new sensors and actuators are
deployed into legacy power grids. In this chapter, we consider how the
recent trend of deploying smart sensors and actuators into the legacy
electric power grids creates both challenges and opportunities. These
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myriad challenges will require systems thinking if cyber-technologies
are to be ultimately designed, implemented, and proven useful in
major ways.

2.3.1 Key Systems Principles
One way of defining the underlying principles for supporting the
design of the physical electric power grid and its cyber-physical infrastructure is to view this system in terms of its role as the enabler of
sustainable energy services [Ilic11, Ilic11a]. Today’s primarily grid-
centric design is rapidly becoming outdated and inadequate. It is no
longer possible to assume that utilities can forecast and manage
demand to the level of coarseness necessary to respond effectively to
ever-changing conditions and customers’ preferences, and to account
for the effects of intermittent resources as they shape utility-level
supply–demand imbalances. Similarly, it is no longer possible to

assume full knowledge and control of a rapidly growing number of
small, diverse distributed energy resources (DERs) connected to the
lower distribution grid voltage levels.
Instead, given different technology developers and owners, it will
be necessary to introduce both planning and operating protocols for
exchanging information about the functionalities of the DERs equipped
with cyber “smarts.” In this environment, participants in the electric
power industry must be able to differentiate the effects of ordinary
buildings and smart buildings, fast-charging and smart-charging electric vehicles (EVs), smart and passive wires, and much more. Viewed
from the utility level, it will no longer be possible to know all the details
internal to the generation, demand, or delivery components of electric
power. Based on these observations, a possible unifying principle of
designing future smart grids (both their physical and cyber infrastructure) is described next.
2.3.1.1 Sustainable Socio-ecological Energy Systems
We can consider socio-ecological energy systems (SEES) to be similar to
any other socio-ecological systems, comprising resources, users, and
governance [Ostrom09]. A smart grid has the key overall function of
matching the characteristics of the SEES resources, users, and governance system, which are defined in terms of their temporal, spatial, and
contextual properties. The more closely these characteristics are aligned,
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Table 2.1: Architectures for Socio-ecological Energy Systems
Architecture

Description

Operating Environment

1

Bulk SEES

Regulated

2

Bulk SEES

Restructured

3

Hybrid SEES

Restructured

4

Fully distributed SEES

Developed countries

5

Fully distributed SEES

Developing countries

the more sustainable the system will be [Ostrom09, Ilic00].2 Notably, the
resources, users, and governance system can align these properties either
internally in a distributed way or by managing interactions between
them via a human-made physical power grid and its cyber-smarts.
Posing the problem of CPS design for a sustainable SEES this way
sets the stage for introducing meaningful performance specifications
for its design. The performance objectives of different SEES architectures are fundamentally different; therefore, they require qualitatively
different cyber-designs. Table 2.1 shows several representative SEES
architectures.
In Table 2.1, Architectures 1 and 2 represent large-scale systems
whose major energy resources generate constant power at peak capacity,
such as nuclear plants. The governance in place considers these energy
services to be a public good and social right; the design of such systems
evolves around unconditional service to relatively passive energy users.
Figure 2.1 depicts Architecture 1. The larger circles at the top of this figure denote conventional bulk power resources, the smaller circles denote
DERs (renewable generation, aggregate responsive loads), and the interconnecting lines represent the transmission grid. Architectures 1 and 2
differ mainly in terms of their governance systems. In Architecture 2,
energy resources are generally privately owned and controlled; energy is
provided through electricity market arrangements.
Architecture 3, illustrated in Figure 2.2, represents a combination
of hybrid resources (large-scale, fully controllable generation and a
2. The notion of sustainability is not standardized. Here we use the same notion as in
[Ostrom09], meaning a combination of acceptable QoS, and the ability to sustain the
economic, environmental, and business goals desired by the members of a given socioecological system (SES). This is not an absolute metric; rather, sustainability is defined
by the SES members within the governance rules.
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Figure 2.1: SEES Architectures 1 and 2. Circles with wiggles on top represent

generators, arrows represent end users, and interconnections represent controllable
wires.
© 2011 IEEE. Reprinted, with permission, from Proceedings of the IEEE (vol. 99, no. 1,
January 2011).

Figure 2.2: SEES Architecture 3. Circles represent already controlled power plants,

arrows represent end users, and the interconnections are controllable wires.
© 2011 IEEE. Reprinted, with permission, from Proceedings of the IEEE (vol. 99, no. 1,
January 2011).

certain percentage of intermittent resources), a mix of passive and
responsive demand, governance requiring high-quality energy service,
and compliance with high emission rules.
Architectures 4 and 5, shown in Figure 2.3, comprise a stand-alone
distribution-level micro-grid—for example, an island; a large computer data center; military, navy, or air base; or a shopping mall completely disconnected from the local utility. This kind of SEES is
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Figure 2.3: SEES Architectures 4 and 5
© 2011 IEEE. Reprinted, with permission, from Proceedings of the IEEE (vol. 99, no. 1,
January 2011).

supplied by many small intermittent, highly variable DERs, such as
rooftop photovoltaics (PVs), bioresources, small-scale wind power
generation, small pumped hydropower sources, and the like. In addition, such systems often count on storage of power in highly responsive smart EV vehicles. The governance here is completely private
and unregulated for all practical purposes. Architectures 4 and 5 have
qualitatively different performance objectives for reliability and efficiency. Architecture 4 is typically characterized by higher requirements for QoS and lower emphasis on cost minimization than
Architectures 1 through 3. In contrast, Architecture 5 is typical of the
low-cost, low-QoS systems found in developing countries, in which
the objective is to provide electricity services within the financial constraints of electricity users.
Table 2.2 highlights the major differences between the objectives of
cyber-physical systems in regulated bulk electric energy systems on
one side, and the evolving hybrid and distributed energy systems on
the other. In Architectures 3 through 5, the performance objectives of
the system as a whole reflect the system users’ needs and preferences.
In contrast, in Architecture 1, and to a lesser extent in Architecture 2,
the performance objectives for the power grid are defined in a topdown way by the utility and the governance system.
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Table 2.2: Qualitatively Different Performance Objectives in SEES Architectures
Performance Objectives in
Architectures 1 and 2

Performance Objectives in
Architectures 3–5

Deliver supply to meet given demand

Both supply and demand have
preferences (bids)

Deliver power assuming to predefined
tariff

QoS given willingness to pay for it

Deliver power subject to predefined
emission constraints

QoS given willingness to pay for
emissions (preferences)

Deliver supply to meet given demand
subject to given grid constraints

QoS including delivery at value

Use storage to balance fast-varying
supply and demand

Build storage given grid users’
 references for stable service
p

Build new grid components for forecast
demand

Build new grid components according to
longer-term ex-ante contract for service

2.3.1.2 Critical System-Level Characteristics
Given the specific characteristics of the system resources, users, and governance system, the human-made smart grid needs to be designed so that
it enables energy services that are as sustainable as possible. Any given
SEES is more sustainable when the characteristics of the users, resources,
and governance system are more closely aligned. Once this relationship is
understood, it becomes possible to arrive at basic principles of cyber-
physical systems for smart grid design. A smart CPS electric power grid is
a physical electrical network in which cyber-technologies are used to meet
the specific performance objectives shown in Table 2.2. In Table 2.2, the
sustainability of a bulk power system (i.e., Architecture 1) critically
depends on system-level optimization of the supply–demand balance
subject to the many constraints listed in the left column. In contrast, in
Architectures 3 through 5, CPS becomes necessary to enable users and
resources to manage themselves in a more distributed way and to characterize their participation in system-level functions. In Architecture 2, social
objectives are defined by the governance system (regulators) and implemented by the system operators, planners, and electricity markets based
on the specifications identified in system users’ bids.
The emerging Architectures 4 and 5 shown in Figure 2.3 are defined
by system users and resources themselves, as these are neither regulated
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by the governance system nor operated by the traditional utilities. A
small-system illustration of the evolving architectures is shown in
Figure 2.4. The black lines represent the existing system, and the light
gray lines represent new technologies being connected to the existing
system. An end-to-end CPS design for such evolving systems needs to
be developed so that the temporal, spatial, and contextual characteristics of both newly added components and the existing system work
well together.
Aligning the temporal characteristics basically means that supply
and demand must be balanced at all times; if resources and users do
not have such properties, storage becomes critical. In Architecture 1,
for example, base-load power plants cannot follow time-varying system load variations. This problem can be remedied by adding faster
power plants and/or fast storage. Similarly, aligning spatial characteristics requires that supply can be delivered to the location where
users are. Since electric energy systems have minimal mobility, aligning on this principle fundamentally requires having a power grid to
interconnect users and resources. Finally, aligning contextual characteristics implies developing requirements to meet different performance objectives established by different participants in a SEES. The
utility, for example, has its own objectives and is supported by customized hardware and software to meet the objectives identified in
Table 2.2. Similarly, users have their own sub-objectives, which comprise a combination of cost, environmental, and QoS preferences.
More examples of such contextual preferences can be seen in Table
2.2; it is important to note that the type of architecture largely determines the contextual preferences since the governance characteristics
are qualitatively different.
Coal G
Bus 1

Priceresponsive
loads

Natural
G
Gas

PHEV

G Wind
Bus 2

Bus 3
Photovoltaic G

PHEV

Figure 2.4: A small-system illustration of the evolving SEES

Rajkumar_Ch02.indd 72

29/11/16 6:16 pm

2.3 Key Design Drivers and Quality Attributes

73

Understanding these somewhat subtle distinctions between the
objectives of CPS design in different SEES architectures is essential for
understanding which technologies may best fit the needs of the various
human-made smart grids. We next consider the state-of-the-art cyber
aspects of different architectures and identify which improvements are
needed for the specific architectures to meet the objectives shown in
Table 2.2.

2.3.2 Architecture 1 Performance Objectives
Given that it operates under the aegis of fully regulated utility governance,
the main performance objective of Architecture 1 is network-centric.
That is, each utility is required to supply energy to its users all the time
and at the lowest cost possible.
This outcome is achieved by scheduling the available generation PG
produced by the controllable plants within their given capacity limits
and delivering this power to supply the system-level utility load. This
load must be forecast, as it varies with weather conditions and temporal
cycles (i.e., daily, weekly, seasonally). Over the long term, the utility must
plan to increase its generation capacity KG to provide sufficient energy to
meet the long-term load growth and/or plans for decommissioning/
retiring the existing, polluting power plants as they become outdated.
Both for short-term scheduling and for long-term power grid investments, load is assumed to be a completely exogenous, nonresponsive
system input. Moreover, the utility has the responsibility to enhance
physical transmission capacity KT necessary to ensure reliable power
delivery continues as the new generation is connected to the grid. The
mathematical algorithms underlying both the scheduling and capacity
investments are large-scale optimization methods subject to the power
grid’s constraints and to the physical and control limits of all equipment.
For a mathematical formulation of the optimization objectives and
underlying constraints, see [Ilic98], Chapter 2, and [Yu99].
While the theoretical formulations allow for KG, KT , and PG as equally
valid decision variables, common practice has been to first plan for the
generation capacity expansion KG given the long-term system load forecast, and then to build sufficient transmission capacity KT so that delivery is feasible; the transmission investment decisions are often based on
analyses for the worst-case scenario and are not optimized [Ilic98,
Chapter 8]. Notably, utilities do not proactively plan for capital investments in demand efficiency improvements K D, and the effects of such
investments are not compared to the effects of building more generation
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capacity KG. Instead, system demand PD is assumed to be known, and
planning of KG and KT is done to have sufficient capacity during the
worst-case equipment failures in which one or two large generators and/
or transmission components are disconnected from the grid. This case is
known as the (N – 1) or (N – 2) reliability criterion.
Notably, so-called performance-based regulation (PBR) represents
an effort to provide incentives to utilities to consider innovation that
might be beneficial in reducing the overall cost of service, while meeting the customers’ QoS expectations [Barmack03, Hogan00]. The basic
idea of PBR is for a utility regulator to assess periodically—say, every
five years—the total cost incurred when providing the service and to
allow for tariff increases in accordance with the overall cost reduction.
Unfortunately, a PBR design for complex energy networks remains an
open problem at present.
2.3.2.1 Systems Issues in Architecture 1
Several fundamental assumptions underlying today’s system operations and planning can prevent one from enhancing system-level performance by means of cyber-technologies. They can be classified as
follows:
•

•

•

Nonlinear dynamics-related problems: As yet, there are no nonlinear
models that would support the sensor and actuator logic needed to
ensure the desired performance both during normal operations
and during abnormal conditions [Ilic05].
Use of models that do not control instability adaptively: All controllers
are constant gain and decentralized (local). The system is not fully
controllable or observable.
Time–space network complexity-related problems: Problems occur when
attempting to avoid fast dynamic instabilities following major
equipment outages by means of conservative resource scheduling.
The system is generally operated inefficiently by requiring standby fast reserves just in case large equipment fails.

When tuning controllers, it is assumed that the interconnections
between the dynamic components are weak and, therefore, the fast
response is localized. Coordinated economic scheduling is done under
the assumptions that the network has linear network flow and the
effects of nonlinear constraints are approximated by defining proxy
thermal limits to transferring power through major “flow gates.” As a
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result, reserves are always planned so that the load can be served in an
uninterrupted way even during the worst-case equipment failures;
there is very little (close to none) reliance on data-driven online resource
scheduling during such equipment failures. This effectively amounts
to planning sufficient resource capacity but operating the available
resources inefficiently and not counting on dynamic demand response,
scheduling of setpoints on other available controllable generation and
T&D equipment, grid reconfiguration, and the like. In the early stages
of a typical blackout scenario, no systematic adjustments are made to
ensure that the cascading events do not take place—even though doing
this could prevent blackouts from occurring [Ilic05a].
Today’s models underlying hierarchical control systems do not
support interactions between higher and lower levels within the power
grid. For example, scheduling is done by modeling the forecasted
demand as real demand; therefore, such a system does not lend itself to
integrating responsive demand or the effects of new distributed energy
resources (DERs). AGC is designed to manage quasi-static deviations
from this forecast under the assumptions that scheduling is done well
and the fast system dynamics are stable. Primary controllers are tuned
once for the supposed worst-case condition, but are known to lead to
instabilities when operating conditions and/or topology vary within
the regions not studied.
This state of computer industry applications requires rethinking, as
the power grids of the future are not expected to operate in the conditions for which the grid and its hierarchical control were designed.
Integrating new technologies that bring more resiliency and efficiency
through flexibility is essential but most assuredly will not be easy. New
best-effort solutions are generally not acceptable by the industry and
are viewed as threats to reliable operations.
2.3.2.2 Enhanced Cyber Capabilities in Architecture 1 Systems
As a general rule, utilities need to learn many more details about
their customers’ load profiles. They should begin to invest in smart
generation and/or smart delivery and consumption so that they offset the high capital cost investments that will be necessary to transition the existing systems to the CPS-based systems of the future, or
at least delay these investments by becoming able to better manage
service under uncertainties. Advanced metering infrastructures
(AMIs) are a recent step in this direction. The information gathered
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using AMIs can be applied to implement adaptive load management (ALM) that benefits both customers and utilities, enabling the
latter to better manage the tradeoff between large capital investments and the cost of necessary cyber-technologies [Joo10]. As system demand becomes less predictable, the value of CPS in enabling
just-in-time (JIT) and just-in-place (JIP) supply–demand balancing
will only increase [Ilic00, Ilic11].
It is particularly important to recognize the need for online
resource management using cyber-technologies. For example, many
“critical” contingencies are not time critical. Having robust state estimator (SE) and scheduling software for adjusting other controllable
equipment as the loading conditions vary could go a very long way
toward avoiding—or at least offsetting—the high capital costs of the
large-scale equipment that is currently viewed as necessary for providing reliable service. Ultimately, utilities should be able to implement very fast power-electronically switched automation for
stabilizing system dynamics even during time-critical equipment failures [Cvetkovic11, Ilic12]. Estimates of the potential benefits from
such automation are based on the cumulative savings of using less
expensive and cleaner fuel during normal conditions and the avoidance of maintaining “must-run” generation in case a very rare event
happens.
2.3.2.3 CPS Design Challenges for Architecture 1
While it is somewhat obvious that CPS-based enhancements for
Architecture 1 are possible, innovations in this area and the adoption of
new cyber-based solutions have been rather slow. Data-driven operations require enhanced utility-level state estimators; computationally
robust optimization tools for computing the most effective adjustments
of controllable generation and T&D equipment, as new System Control
and Data Acquisition System (SCADA)–supported state estimates are
made available online; and remote control for adjusting this equipment. One of the major computational challenges comes from the
highly intertwined temporal and spatial complexities within the largescale electric power grid. The controllable equipment has its own
dynamics, and the power grid is spatially complex and nonlinear. At
present, there are no general-purpose, large-scale software applications
that are ready to deploy for the power grid complexity usually seen in
typical Architecture 1 and that offer proven performance in such
applications.
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2.3.2.4 CPS Design Challenges for Architecture 2
The system-level objectives for Architecture 2 are very similar to the
system-level objectives for Architecture 1. In this type of system, however, the generation costs result from non-utility-owned bids and may
not be the same as the actual generation costs. Bidders naturally seek to
optimize their own profits without exposing themselves to excessive
risks. Also, at least in principle, load-serving utilities are being formed
as competition to today’s utilities and are offering to provide service to
groups of smaller users by participating in the wholesale market. In
this scenario, the objective of these load-serving entities (LSEs) is profit
maximization by managing load served.
The main challenge in Architecture 2 is to develop a cyber design
that ensures electricity markets are consistent with power grid
operations.
2.3.2.5 CPS Design Challenges for Architectures 3–5
The system-level objectives of the emerging Architectures 3 through 5
are not well defined at present. Architectures 4 and 5 are basically at the
green-field design stage; that is, they are evolving as new technologies
are researched. In particular, there has been a major trend toward large
electricity users separating from the utility grid and becoming effectively stand-alone micro-grids; this trend is taking place in smart data
centers, military bases, and navy and airspace centers. In addition,
some municipalities and other groups comprising relatively small
users managed by energy service providers (ESPs) are beginning to
consider the benefits of stand-alone resources and lower dependence
on the local utility providers.
In contrast with Architectures 1 and 2, Architectures 3 through 5
are stand-alone, self-managed relatively small power grids, as shown
in Figures 2.2 and 2.3. They can be completely disconnected from the
backbone power grids, or they can be connected to them for ensuring
reliable service at times when their own resources are insufficient or
too costly. Collectively, these architectures are referred to as microgrids [Lopes06, Xie09]. The process whereby users previously served
by utilities are connecting their own small resources to the backbone
grid is currently evolving. For their part, the utilities, which are still
required to remain the providers of last resort, have found it difficult
to plan for and interoperate with an increasing number of
micro-grids.
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Very little formal mathematical modeling of the emerging architectures, as complex large-scale dynamical systems, has been performed
to date [Doffler14, Smart14]. Instead, much effort has been devoted to
modeling stand-alone (groups of) components, such as wind power
plants, smart buildings, solar power plants, and their local controllers
and sensors. The lack of models in turn leads to a lack of methods for
the systematic estimation, communications, and control design needed
to account for the presence of new resources and their value to the system. For example, the lack of methods for smart charging of EVs may
lead to a larger power peak seen by the utility at the planning stage;
this increased demand then has at least two undesired effects—namely,
the need to build new, often polluting plants, and a lack of economic
incentives to the EVs to reduce the utility load.
These problems are fundamentally caused by the poor end-to-end
multidirectional information exchanges among system users, and can
be seen across various technologies and types of system users (wind
power plants, PVs, smart buildings, and users with other responsive
demands). The same problem becomes evident when the T&D grid
owners and the system operators responsible for ultimate services to
the end users fail to coordinate their actions: T&D owners of controllable voltage equipment do not adjust online the setpoints of these
controllers to support the most efficient and clean power generation
delivery and utilization. More generally, without multidirectional
information exchange, it is impossible to provide incentives for smart
grids to help meet either the objectives of different stakeholders or the
objectives of the system as a whole.

2.3.3 A Possible Way Forward
No single method will be sufficient to support truly resilient and efficient
operations of future power grids. Similarly, no single cyber magic architecture will be best. Instead, non-unique combinations of the existing
cyber-technologies, new embedded sensors and actuators, and minimal
multilayered interactive online information exchange protocols will be
necessary to enable smart DERs to work in synchrony with the existing
physical grid and resources. As suggested earlier in this chapter, how
much sensing, how many actuations, and which type of information
exchange protocols will be needed depend fundamentally on how well
the existing resources and users are aligned within the existing legacy
power system, as well as on the changing governance and societal objectives. Notably, the rights, rules, and responsibilities of different
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stakeholders are changing, and these changes are likely to bring about
major changes in the necessary cyber-physical systems to support the
operation of the evolving system [Ilic09]. More generally, proactive participation of electricity users in power grid supply–demand balancing
for environmental and economic reasons is likely to make it almost
impossible for utilities to rely on the same system demand forecasting
techniques and schedule generation as they used in the past.
New IT companies are emerging and entering the business of data
gathering and processing on behalf of system users [helio14, nest14].
When more DERs are owned and operated by the non-utility stakeholders, this raises major questions concerning ultimate responsibility
for electricity services, particularly during equipment failures. Many of
the DERs and large loads that are self-sufficient during normal operations might still wish to call upon utility support when their own
resources are not available. This pattern puts major pressure on utilities
as the last-resort providers of electricity service. Ironically, the efficiency of utilities has been based on economies of scale supported by
their large power generation and relatively smooth system load. A paradigm in which smaller DERs provide local, often dynamically volatile
loads brings up issues regarding the overall efficiency of the newly
emerging patterns of electricity provision. To induce efficiency and
robustness, cyber-enabled aggregation of resources will be essential.
In the remainder of this chapter, we describe our approach to new
modeling, estimation, and decision-making challenges in the changing
electric energy systems. The examples and references are based primarily on the work done by the Electric Energy Systems Group (EESG) at
Carnegie Mellon University and, as such, are not a full representation
of the state of the art.

2.4 Cyber Paradigm for Sustainable SEES
In this section we introduce one possible modeling, estimation, and
decision-making paradigm—DyMonDS—and consider it as a basis
for new cyber design and implementation to overcome the previously
described problems in the electric power industry. We first point out
that the underlying principles of this framework are the same for all
of the different physical architectures described previously. To see
this, consider the typical electric energy system and its embedded
intelligence shown in Figure 2.5 [Ilic00, Ilic11]. Two distinct CPS
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Figure 2.5: CPS electric energy system with its embedded DyMonDS [Ilic11,

Ilic11a]
© 2011 IEEE. Reprinted, with permission, from Proceedings of the IEEE (vol. 99, no. 1,
January 2011).

processes can be observed: (1) the physical (groups of) components
with their own local DyMonDS, and (2) the information and energy
flow between the (groups of) components, shown in dotted multidir
ectional dotted lines.
DyMonDS effectively represents (groups of) physical components
with their embedded sensing, learning of system signals, and local
decision making and control. The components share common objectives (cooperate) and jointly compete within the complex electric
energy system for achieving their objectives. They also respond to the
pre-agreed binding information signals and send pre-agreed information back to the system according to well-defined protocols. Notably,
our design of both embedded cyber and information exchange is based
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on sound physics-based models and well-defined performance objectives. A smart and strong grid is strongly dependent on the type of
SEES architecture it is supposed to serve. Figure 2.6 is a sketch of a
general socio-ecological system (SES) as introduced in [Ostrom09].
Figure 2.7 is a sketch of our proposed DyMonDS-based end-to-end
CPS grid enabling sustainability of a socio-ecological energy system
(SEES) [Ilic00, Ilic11]. Depending on the basic SEES architecture, the
need for the end-to-end CPS design smart grid varies. Nevertheless,
the underlying principle is the same: As closely as possible, align the
temporal, spatial, and contextual characteristics with the objectives of
the resources, users, and governance system. Once this is understood,
it becomes possible to design the CPS grid with well-defined objectives, and the value of many diverse grid technologies can be
quantified.
Social, economic, and political settings (S)

Resource
system (RS)

Resource
units (RU)

Governance
system (GS)

Interactions (I)

Users
(U)

Outcomes (O)

Related ecosystems (ECO)

Figure 2.6: The core subsystems in a framework for analyzing socio-ecological

systems (SES) [Ostrom09]
Energy SES
Resource
system (RS)
Generation
(RUs)
Electric energy
users (U)

Human-Made Grid

Human-Made ICT

Physical network
connecting
energy
generation and
consumers
Needed to
implement
interactions

Sensors
Communications
Operations
Decisions and
control
Protection

Figure 2.7: Smart grid: end-to-end CPS for enabling sustainable SEES [Ilic00,

Ilic11]
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Recall from Section 2.3.1 that any given SEES will be more sustainable (by all metrics used) when there is better alignment of the temporal,
spatial, and contextual properties of the (groups of) physical grid users.
This outcome can be realized in two qualitatively different ways: by
embedding local intelligence into grid users themselves and/or by coordinating unaligned grid users. In simple words, if users of electric power
are very volatile and not responsive, it is necessary either to build faster
generation to supply them or to ensure that the users can respond and
adjust locally in response to the external information from the rest of the
system. If this is not done, the interconnected grid may fail to meet users’
needs—a situation characterized as unreliable QoS; alternatively, the
overall utilization of resources may be quite inefficient.
When the problem of sustainable SEES is envisioned as the problem of cyber design in complex dynamic systems, one begins to understand that this system is driven by various exogenous inputs and
disturbances; its state dynamics evolve at vastly different rates determined by the natural response of its resources, users, and T&D grid, as
well as by their embedded DyMonDS and their interactions. Controllers
respond to the information updates about the deviations of relevant
system outputs from their desired trajectories. Similarly, the spatial
effects of exogenous systems on the grid state (voltages, currents,
power flows) are highly complex and non-uniform. Finally, the performance objectives of different (groups of) grid users are very diverse
and sometimes conflict given the general contextual complexity of the
evolving energy systems described earlier in this chapter.

2.4.1 Physics-Based Composition of CPS for an SEES
One of the long-standing theoretical problems underlying complex network systems concerns the systematic composition of sub-networks. This
problem is common to both physical designs and cyber designs [Lee00,
Zecevic09]. In this section, we propose a new physics-based approach to
cyber-network composition in support of physical energy systems. The
dynamics of physical modules and their interactions are driven by their
natural response to exogenous inputs. The exogenous inputs themselves
are generally a mix of physical and cyber changes within the complex
SEES. For example, a power generator responds to deviations in its physical variables (voltage, frequency) and changes in the setpoints of its controllers (e.g., governor and exciter). A wind power plant is driven by the
exogenous changes in wind speed, as well as by changes in the setpoints
of its controllers (e.g., blade position and voltage).
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To generalize, each CPS module within an SEES can be thought of as
having the general structure shown in Figure 2.8 [Ilic14]. The dynamics
of each physical module is characterized by the module’s own state variables xi(t), with the number of states being ni; the local primary controllers injecting input signals ui(t); exogenous disturbances Mi(t); and
interaction variables zi(t). The composition challenge is the one of
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Figure 2.8: General representation of a CPS module within a SEES
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combining all modules into a complex interconnected system; it arises
because the interaction variables of each specific module depend on the
dynamics of other modules. The open-loop dynamics of an interconnected
SEES are determined by the exogenous inputs Mi(t) to all modules, and by
the initial state of all modules xi(0). Superposed on this process are discrete
events reflecting the change of module status (the lightest gray arrow in
Figure 2.8). Closed-loop dynamics are further driven by changes in setpoints of local controllers uiref(t) and the local control ui(t) reacting to a combination of deviations in local outputs yi(t) = Ci xi(t) and interaction
variables zi(t) from the desired values. System regulation and local control
designs are very different in the five architectures described earlier.
Together with the System Control and Data Acquisition System (SCADA),
they form the cyber network for an SEES.
To formalize the systematic composition of a cyber network, we first
observe that the actual continuous dynamics of states xi(t) has physicsbased structure. In particular, the dynamics of any given module
depends explicitly on the dynamics of the neighboring states only, and
not on the states of farther away modules [Prasad80]. The idea of
observation-decoupled state space (ODSS) frequency modeling, estimation, and control was introduced some time ago based on this inherent
structure [Whang81]. More recently, a new physics-based state space
model was introduced for fully coupled voltage–frequency dynamics
[Xie09]. The transformed state space for each module comprises the
remaining (ni – 2) states and the interaction variable whose physical
interpretation is the net energy stored in the module and the rate of
stored energy exchanged between the module and the rest of the system.
In this newly transformed state space, a multilayered composition of
modular dynamics can be characterized by the dynamics of the internal
remaining physical states forming the lowest layer, and by the dynamics
of the interaction variables forming the zoomed-out higher layer. This,
in turn, defines the relevant cyber variables, which are the minimum
necessary for characterizing the dynamics of the complex grid.
This multilayered representation is shown in Figure 2.9. In this
model, the learned variables in Figure 2.8 for each zoomed-in module
are the interaction variables of the neighboring modules, and the communicated variables between the module and the rest of the system are
the module’s own interaction variables. This modeling step encourages
one to view electric energy systems as genuine cyber-physical systems;
their physics defines the cyber-structure (the variables that must be
known and communicated), and the cyber performance is designed to
support the physical performance. The open-loop dynamics can be
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composed by exchanging information about the interaction variables.
This interaction supports the efficient numerical methods needed to
simulate these otherwise very complex grids [Xie09].
The design of closed-loop CPS is based on the same dynamic structure. Given sufficient control of each module to keep the internal states
stable, the most straightforward distributed control responds to a combination of dynamics of the internal variables and of the interaction variables. This amounts to fully decentralized competitive control when using
the transformed state space. The cyber aspects will amount to fast sampling in support of often high-gain local control and no communications;
full system synchronization is achievable this way [Ilic12a]. This cyberstructure would be very effective in an ideal world, such as in Architecture
4, in which all dynamic components, including wires, have fast typically
power-electronically switched controllers [Doffler14, Lopes06]. None of
the other physical architectures described earlier have so much distributed control, and, even if they did, a very real problem with control saturation might occur. Technical standards/protocols are, therefore,
generally needed for more realistic cyber design [Ilic13].

2.4.2 DyMonDS-Based Standards for CPS of an SEES
Our Dynamic Monitoring and Decision Systems framework can be best
understood by using the new modeling approach in which modules are
characterized by their internal and interaction variables. In DyMonDS
embedded in physical modules (shown in Figure 2.5), the design enables
modules to be inserted into an existing grid in a plug-and-play manner
as long as they meet the standards—that is, as long as they do not create
dynamic problems over the time scales of interest in electric energy systems. The multilayered modeling and control design approach sets the
basis for the standards that must be met by different modules.
The simplest approach is to require each module to meet the dynamic
standards such that the interactions with the rest of the system are cancelled in closed-loop dynamics. This approach is probably acceptable in
Architectures 4 and 5, which comprise many small distributed components, each of which has a local cyber-structure. For example, a PV panel
might have local storage and fast power electronics capable of cancelling
the effects of the stored energy exchange (interaction variables) coming
from the rest of the system to the PV. Such a PV would have sufficient
control and storage that it could behave as an ideal AC voltage source, at
least as seen by the rest of the system; the micro-grid designs envisioned
in [Doffler14, Lasseter00] all make this very strong assumption. In
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contrast, Architectures 1 through 3 require more complicated standards
for plug-and-play dynamics. Notably, not every dynamic component in
these architectures has a controller.
We have proposed a standard for dynamics in such systems,
which must be met by a group of modules, rather than by each individual module [Baros14, Ilic13]. This standard requires cooperative
and coordinated control within each group of modules, and minimal
or no coordination among the groups. A real-world example of a
quasi-static standard for a group of users is the notion of control areas.
The interactions between the two control areas are measured in terms
of inadvertent energy exchange (IEE), which is determined by the
area control error (ACE) power imbalance; this is the underpinning of
today’s AGC [Ilic00]. A dynamic interaction variable associated with
a group of components responsible for ensuring there are no instability problems is a further generalization of this concept. Detailed derivations have shown that the dynamics of these interaction variables is
determined by the interaction variables themselves and by some
states of the neighboring modules [Cvetkovic11, Ilic00, Ilic12, Ilic12a].
Therefore, it becomes possible to sense and control the interaction
variables in a distributed way as well, because their dynamics are
fully determined by the locally measurable variables.
2.4.2.1 The Role of Data-Driven Dynamic Aggregation
The preceding discussion could lead one to conclude that design of cyber
elements for desired performance of each layer can be done in an entirely
distributed manner. Unfortunately, this claim is not always true. Generally,
if the effect of interaction variables dominates the effect of local modular
dynamics, it becomes necessary to design complex high-gain controllers
locally to cancel the interactions and make the modules behave as if their
closed-loop dynamics have become weakly coupled. This approach generally calls for lots of local sensing and fast controllable storage, and effectively no communications. The difference between this design and the
conventional hierarchical control in power systems is that now it becomes
possible to have provable performance that is measured in terms of how
well the modules meet their objectives and how closely they are aligned
with the objectives of the interconnected system.
The overwhelming complexity is managed by closing the loop and
making the modules and layers self-sufficient. Although some savings
are achieved through aggregation when groups of users form themselves into modules with common objectives, the modules become
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competitive in this scenario. This brings up a very difficult system
question concerning the system-level efficiency of such CPS. Here
again, the conventional hierarchical control thinking would suggest
that this approach would lead to a less efficient solution than when
there is coordination among the modules. In reality, this conclusion is
no longer automatically the case, because the boundaries of modules
are not predefined based on administrative divisions within the complex system. Instead, they are formed in a bottom-up aggregated manner by the components themselves until there is very little return from
aggregating into a module. If such aggregation becomes data driven
and boundaries of cooperating modules are dynamically formed in
response to the changing system conditions, such modules can be operated in a decoupled way in the actual operations; they can still achieve
equally good performance as if the coordination of interaction variables is done for modules with prefixed boundaries, as is common in
today’s hierarchical systems.
The optimal size of the modules depends on the natural dynamics of the components belonging to the module itself as well as on
the strength of the interconnections between the modules. The physics at play ultimately determine the near-optimal balance between
the complexity of the local cyber-structure (DyMonDS) and the communication requirements for coordinating interaction variables.
Recent work has just begun to scratch the surface of our knowledge
about these multilayered electric energy systems, and the interdependencies between the physical and cyber designs needed to serve
the SEES best.
2.4.2.2 Coordination in Systems with Predefined Subsystems
Today, it is very difficult to dynamically aggregate groups of users in
a bottom-up fashion so that their closed-loop dynamics is very
loosely coupled with the other groups of users. When an electric
power system loses a large generator or a transmission line, the relevant model is inherently nonlinear. As a consequence, all bets are
off as to whether aggregating the system can be accomplished so that
the effects of such topological change are not seen far away from the
fault. One possible solution is to use adaptive high-gain control of
the remaining components, such that the system appears linear and
is differentially flat in the closed loop [Miao14, Murray95]. Powerelectronically controlled switching of controllable storage at the kilohertz (kHz) rate to keep the electromechanical system synchronized
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following a large component failure is one promising path to implement this solution; such technological solutions have become plausible only recently with the major breakthroughs in high-voltage
power electronics and with the development of accurate, fast GPSsynchronization [Cvetkovic11, Ilic12].
The mathematics of interconnected power systems with massive
fast power-electronically switching storage is worth exploring: The
technology naturally makes the closed-loop dynamics of internal states
of controlled equipment much faster and decoupled from the slowerevolving interactions of modules comprising electromechanical
dynamics of rotating machinery; therefore, fully distributed stabilization that arrests the propagation of the effects of faults through the system’s backbone becomes possible. The major challenges are how to
dynamically aggregate many components into a single intelligent balancing authority (iBA) for minimizing the cost of storage [Baros14,
Ilic00]. Determining when conventional fast controllers shaping very
little storage in reactive components of Flexible AC Transmission
Systems (FACTS) would have to be supplemented by the real power
energy storage devices, such as various batteries and flywheels, is a
challenging control design problem at present [Bachovchin15].
Nevertheless, the first steps toward implementation of such an
approach are being made.
With more progress, it becomes possible to define standards for
dynamics of such iBAs, and the system can be operated in a plug-andplay manner by the weakly coupled iBAs [Baros14, Ilic00]. Figure 2.10
depicts the IEEE 24-node RTS system [Baros14] and the dynamic
response of power flows in the area close to the loss of generator at
node 1 with and without iBA-based high-gain control (constant gain
AVRs and PSSs). Figure 2.11 shows the system response with carefully aggregated iBAs; the dynamic response to the same fault with
the closed-loop nonlinear controller is also shown. While the system’s
response to losing generator oscillates with the existing excitation
controllers, such as automatic voltage regulators (AVRs) and c onstantgain power system stabilizers (PSSs), the high-gain nonlinear
feedback-linearizing excitation controllers would stabilize the closed
dynamics of the power plants in the iBA, almost completely eliminating the inter-area oscillations with the rest of the system.
Much work must be done on designing high-gain power-
electronically switched controllers to ensure provable performance
when the system is in danger of losing its synchronism. It was recently
shown that the choice of energy function for keeping the system
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Figure 2.10: Dynamic response with high-gain iBA distributed control [Baros14]
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Figure 2.11: Inter-area oscillations in the system with conventional controllers
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synchronized is critical under these conditions. Here again, the selection of the energy function is fundamentally based on the physics: The
best energy function found was the ectropy of the remaining system
when the module controller is being designed [Cvetkovic11, Ilic12].
Thus, if the action of the high-gain controller of the module creates
minimal disorder in the rest of the system, the interconnected system
will not see the effects of the disturbance. Figures 2.12 and 2.13 illustrate a small example in which the system experiences a short-circuit
fault, along with its response with and without the nonlinear controller
proposed in [Cvetkovic11, Ilic12].
A general multilayered modeling approach for representing the
dynamics of any SEES architecture modeled using low-layer detailed
models to represent the diverse and unique characteristics of (groups
of) users, as well as the higher-layer models representing their interactions only, can be used for coordinated control of interaction variables
when necessary to reduce the high-gain control and fast storage requirements. When system disturbances occur on a continuous basis, the
well-established hierarchical electric power system modeling of today
cannot cope effectively; such a system is typically based on strong
assumptions that the higher layers are quasi-stationary and the lower
layers only are truly dynamic. When those conditions no longer hold,
viewing the entire complex system as being driven by dynamic temporal and spatial interactions of groups of components becomes
essential.
The upper layer in the cyber-structure then senses and communicates the dynamics of interaction variables between different system
modules; the information exchange required is defined in terms of
these interaction variables. The local variables and their local controllers are fundamentally distributed as long as the effects of interactions
do not overpower the local dynamics of distributed modules. Figure 2.14
provides a zoomed-in sketch of a local distributed DyMonDS for given
interaction variables, and a zoomed-out sketch of the higher-level coordination of the modules.
Several communications and control designs for ensuring stable frequency response to small perturbations can be found in [Ilic12a]. These
designs ensure that the frequency deviations return to zero in response
to step disturbance or, alternatively, remain within the acceptable
threshold in response to persistent small disturbances caused by wind
power fluctuations. The designs use the structure-preserving modeling
framework based on the modularization of the system into two
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Figure 2.12: A short-circuit fault in a small power system [Cvetkovic11, Ilic12]
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Figure 2.13: Frequency response without and with ectropy-based controller
[Cvetkovic11, Ilic12]
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Figure 2.14: Multilayered approach to coordinating interactions [Ilic12a]

layers—the coordinating layer and the component-level layer. Such a
systematic framework for determining the control responsibilities for
each layer is essential for ensuring system-level stability by means of
enhanced distributed and coordinated controllers, even when the system is subjected to persistent disturbances. For intriguing assessments
of the tradeoffs between the communications complexity needed for
coordination, the complexity of local controllers, and the QoS, see
[Ilic12a]. Researchers are currently investigating generalizations of this
multilayered approach to ensuring transient stability of complex power
grids in response to large faults and/or sudden large-amplitude wind
disturbances; this approach may become critical for systematic integration of power-electronically switched controllers for stabilization of system frequency and voltage [Baros14].

2.4.3 Interaction Variable–Based Automated
Modeling and Control
Anyone working with large-scale electric power systems is well aware
of the fact that deriving dynamic models that capture the physical phenomena of interest in sufficient detail has long been the major challenge. Adopting the perspective that future energy systems will consist
of multilayered interactive modular systems allows for representing
highly diverse modules and their local DyMonDS in as much detail as
desired and defining input/output functionalities in terms of interaction variables between the modules for shaping the dynamics of the
interconnected system. Coordination of interaction variables generally
requires much coarser models.
To meet the need for good modeling, an automated approach for
symbolically deriving the standard state space model of an electric
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power system using the Lagrangian formulation was recently introduced in [Bachovchin14]. The value of this automated approach is that
deriving the state space model that is then given to the system control
designer has often been a major roadblock in power systems, particularly for large systems, since the governing equations are complex and
nonlinear. Since the governing equations for power systems are nonlinear, symbolically solving for the state space model of a large power
system using the Lagrangian formulation, as described in [Ilic12a], can
be very computationally intensive.
For this reason, an automated modular approach for deriving the
state space model was implemented, as described in [Bachovchin14].
Using this approach, the system is divided into modules: The state space
model for each module is determined separately, and then the state
space models from each module are combined in an automated procedure. This modular approach is particularly useful for power systems
because large systems contain many of the same types of components.
Additionally, this approach can be used to obtain dynamic models
suitable for control design. In particular, it can be used to derive a
model that includes Hamiltonian dynamics. The resulting model significantly simplifies controller design by explicitly capturing the
dynamics of the outputs of interest, such as the Hamiltonian, which is
the total accumulated energy.
The dynamic equations of several common power system components are given in [Bachovchin14]. These dynamic equations can be
found using the Lagrangian approach, or they can be calculated using
force laws combined with conservation of energy to determine the coupling between the electrical and mechanical subsystems. Most recently,
this automated modeling approach has been used to design powerelectronically controlled switches of flywheels to ensure synchronism
in power grids with induction-type wind power plants, which are otherwise vulnerable to prolonged fast power imbalances.
As a general note, the overall interaction variables–based modeling
and cyber design for sustainable electric energy systems described here
remain a work in progress. For the first time we are beginning to relate
modeling for sustainability in terms of coarse interaction variables to
the modeling in support of making physical grids stronger and smarter.
While the initial idea was appealing but provided only the first step in
this direction, it is becoming clear that effective design of cyber-physical
systems for sustainability must be based on deep understanding of the
underlying physics.
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2.5 Practitioners’ Implications
The new SCADA described in this chapter is fundamentally different
from today’s SCADA. With the new framework, operators and planners make decisions based on proactive and binding information
exchange with system users; this makes it possible to account for
choices based on value, while simultaneously meeting difficult societal
goals. The information exchange is repeated periodically, as decisions
are being made for very long future, or for closer to real time. This process becomes a win–win situation for all, and future uncertainties are
distributed over many stakeholders according to the risks they are willing to bear and according to the expected value from the selected technologies. Ultimately, they lead to qualitatively new, reliable, efficient,
and clean services, and those technologies that bring value survive
beyond the subsidy stages.

2.5.1 IT-Enabled Evolution of Performance Objectives
Multilayered modeling that requires coordination of interaction variables, as described earlier, assumes that boundaries of cooperative
(groups of) components with common objectives are given; in addition,
the information exchange patterns within the complex system are constrained by various governance rules, rights, and responsibilities. Over
the longer term, one might consider bottom-up interactive dynamic
aggregation for optimizing common goals, as well as for providing
quantifiable feedback to the governance system regarding the effects of
its rules on system performance. With this approach, performance
objectives are shaped through interactions, and the system evolves into
a more sustainable SEES. Much research remains to be done to extend
interaction variables–based modeling and design so that they influence
the governance system for the electric power industry, the preferences
of system users, and the responsiveness of the T&D grid at value.

2.5.2 Distributed Optimization
This chapter has stressed the fact that optimizing resources in highly
uncertain environments and ensuring that intertemporal and spatial
dependencies (constraints) are taken into account are computationally
extremely challenging. To overcome this complexity, our DyMonDS
framework can be used to internalize time-scale and uncertaintyrelated complexities that might prevent controllable generation and
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transmission from responding as needed. In particular, this model proposes to embed sequential decision making into local DyMonDS that
face uncertainties, with the aim of enabling the functionalities of controllable equipment needed for online resource management by the
utility’s control center without imposing temporal constraints.
The simplest example might be a power plant that commits to a timevarying range of power capacity limits that it can produce without
requesting the system operator to observe its ramp rates; the ramp rates
are accounted for and internalized when the commitment is made. The
electricity users who participate in demand response can do the same.
For the theoretical foundations of such distributed management by internalizing intertemporal complexities and uncertainty, see [Ilic13a, Joo10].
The interactions between system users and the system operator can be
either pointwise or functional. Most of the distributed optimization
approaches are fundamentally pointwise in nature: Each user performs
the necessary optimization for the assumed system conditions, and the
optimal request for power quantity is submitted. The system operator
then collects the requests optimized by the users, and computes the
resulting power mismatch. The electricity price is updated accordingly.
The larger the supply–demand shortage, the higher the system price is in
the next iterative step. Conversely, the larger the supply–demand excess,
the lower the price is in the next iterative step.
Under strong convexity assumptions, this process is known to
result in system-wide optimum [Joo10]. However, the implementation
of pointwise distributed balancing of supply–demand would require a
great deal of communication between the system users and the operator.
As an alternative, the DyMonDS framework is based on exchanging
functions between layers (demand and supply functions for generation
and even transmission) [Ilic11, Ilic11a]. This approach eliminates the
need for multiple iterations between the modules and makes it feasible
to arrive at the consensus relatively rapidly. Figure 2.5 illustrated the
newly proposed SCADA with embedded DyMonDS.

2.6 Summary and Open Challenges
Due to space limitations, we are not able to even briefly discuss many
different aspects of the CPS for the emerging electric energy systems. We
hope that the reader is beginning to realize that the systems approach to
designing end-to-end CPS is critical to the integration of many candidate
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technologies and realization of their maximum value. Loosely speaking,
any given technology has a value to the system, which can be measured
in terms of cumulative improvements in the desired system performance
with and without the candidate technology of interest over the specified
decision time. Most of the cyber-technologies offer flexibility, which is
essential in conditions of uncertain operation, and contribute to the savings in capacity investments. Figure 2.15 shows what a sample CPS on a
small system might look like, briefly summarizing our vision of the
future. Various sensors (e.g., PMUs, DLRs) are embedded at the appropriate locations to make the system more observable than it is today, and
to use the online estimation about the state to adjust many physical
resources so as to make the most out of what one has.
Much remains to be done before systematic methods will become
available that decide how many sensors are needed and where they should
be placed to realize the largest information gain in the uncertain environment. State estimation based on learning from historic and incoming data
holds the promise of providing much better wide-area situational awareness about the system [Weng14]. Nevertheless, there are many unanswered questions about the integration of smart wires, controllers, and fast
storage with well-understood end-to-end functionalities. Typical disturbances to this kind of system are shown in Figure 2.16. Decomposing these
signals into their predictable components, which can then be controlled
in a model-predictive feed-forward way with slower, less expensive
Controls

DLR

Constrained Line
Line-to-Ground Clearance
Transfer Capacity in Real
Time

PMU?

Load 1

Load 2
PMU

Control

Figure 2.15: A future CPS for sustainable SEES
© 2011 IEEE. Reprinted, with permission, from Proceedings of the IEEE (vol. 99, no. 1,
January 2011).
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resources, and handling the remaining hard-to-predict disturbances,
which require fast automation and storage, will be highly dependent on
how good the predictions are. Data-driven, online, multilayered learning
and dynamic aggregation is likely to become a major cyber tool supporting sustainable energy services. Nevertheless, the biggest remaining challenge is likely how to combine physics-based knowledge with data-driven
learning and enable future electric energy systems to make the most out of
what is available in the long run.
Once unthinkable concepts, such as assessing feasibility of the
power flow in a distributed way and adjusting smart wires in a complex grid to ensure feasible power flow, actually may make sense and
may be possible to bring to the market. Also, the discussion regarding
the inherent structure underlying physics-based multilayered interactive power grids could lead to breakthroughs in the form of less complex cyber requirements. Electric energy systems, because of their
overwhelming complexity and diversity, will continue to represent a
challenge to the state of art in CPS for quite some time to come.
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